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An overwhelming majority of cyberattacks
follow a sequence beginning with
reconnaissance activities and ending with a
total infiltration of a targeted system. Each
step is recorded in network traffic that
returns a level of information the attacker
can use in order to be successful in the next
step. In this project we explore using
Recurrent Neural Networks and input data
from an loT and Web Application honeypot
to train a model that can learn from the
observed steps attackers are using. Our
results were promising, but more testing is
needed to prove the validity of our
approach. Successful implementation of
this approach can lead to a more proactive
cyber defense, which would significantly
improve the security posture of a protected
network.

Data for this project was generated using
network traffic connecting to two honeypots
and a normal host. Each column of data
corresponds to a feature captured from the
traffic, and each row is a separate example of
a communication. All examples are labeled
based on where the data was captured.
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Our project has 36 features and each of them are raw. We
believe these features are appropriate for this task because
they represent features which can be detected on any
computer network and we were able to fit our model based
on them.

Using the timestamp of packets, we managed to characterize
packets based on the minute and the second of their arrival.

Our first approach was to feed in all the network packets after sorting them
out by their timestamp in order to capture the relative time difference and
the order of each packet. However, the resulting algorithms were not able
to capture the distinction among 3 type of traffic. This is due to mainly the
heterogeneous time difference when each packet was captured. The
resulting loss values over 100 epoch can be seen in Figure 1.
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FIGURE 1
On our second approach, we experimented with randomly shuffling all
the network packets in order to overcome the high bias originated
from heterogeneous time captures and highly unproportional normal
traffic to web/lot traffic ratio. We obtained the resulting loss value
characteristics in Figure 2 after running our models for 200 epochs.
All 3 models still had a hard time trying to capture the complexity but it
overcame the Bi LSTM anomaly.
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Standard feature scaling was applied before rest of the data
was fed into our models.
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Training a larger model to reduce bias is our
next step. Creating a NET2VEC embedded
matrix for computer networks is also an
interesting idea that would benefit this
project. Providing context to fields like the
nocturnal patterns of detected IP addresses
could help to determine user patterns and
could improve the accuracy of the
classifications. More sophisticated honeypots
that would be able to capture more
homogeneous network traffic could also help
to develop the idea of using this type of
method as a protection mechanism.

Our main goal was to classify incoming network packets based on their origins. Mainly, we
wanted to classify if a packet was from normal, web (malicious), or loT (malicious) traffic.
We decided to use and compare 3 different Recurrent Network architectures for our
classification. In order to compare these 3 models on the same benchmark, the
architecture followed a similar pattern for each model. Replacing the “RNN CELL” with
each of the 3 cells, we ran our models for 200 epochs.

This project was very interesting and
challenging. We generated our own data, and
we had some initial difficulty operating the
data generating tools and determining how
much data to generate. After running the
baseline model, we realized we needed to
generate more data, which really improved
our results. Initially we also discussed
creating an embedded matrix of some of our
features, but due to time decided to use one
hot encoding and 32-bit encoding for our
features. Overall, we believe this is a good
approach to predict traffic from attackers, but
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