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DNN-based API Gateway Deployment Architecture

= HTTP-based distributed communication = Adjust for class imbalance
= Cloud Amazon EC2, IoT Nest, Fortune 500 il i « Remove non-essential features (Cookies, Auth)
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= DNNs provide fine-grain, autonomous policy
creation for better QoS & Security

Data Pre-processing

= ~ 5 Million lines of API gateway logs

= ~ 20,000 HTTP request-response pairs

= ~ 40 HTTP categorical features Accuracy Results
= ~ 45 minutes of real-time data .
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Performance Comparison

Target: Remote Latency

ROC Curves ROC Curves HOEEurves = Predictive performance of 3x reduced Dense vs
: Sparse HTTP headers is similar
5550 = Dense representation has a regularization effect
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Figure 2: 1-hot encoding Figure 3: Word embedding Figure 4: LSTM Sentiment - Additional data, targets & deeper HTTP inputs
Figure 1: Remote Latency Classification i




